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Business Challenge 

Organizations  large  and  small  share  the  same  requirement:  to  keep  sensitive  and  confidential 
information  from  leaving  their networks.   Small organizations however, are presented with  lim‐
ited  funds  for capital expenditures and  information  technology  teams are stretched  thin, which 
creates a barrier to deploying and managing additional technology. With sensitive data loss on the 
rise, small organizations are turning to their trusted Managed Service Providers for the right solu‐
tion to protect their confidential data. 

The Solution  

Palisade Systems® Inc. is the first to answer the call for both Managed Service Providers and their 
valued customers. The award‐winning PacketSure DLPTM prevents prohibited content from leaving 
the network over email,  instant messaging,  file transfer, web sessions, and more. With Palisade 
PacketSure Managed DLPTM, Managed Service Providers can now offer their customers the same 
opportunity and  flexibility  to  receive  the  comprehensive protection, while maintaining minimal 
operational expenditure.   

PacketSure Managed DLPTM Service Options 

Monitoring Service 

This service is designed to provide organizations the visibility into data leaving their network by 
delivering scheduled reports. 

 Pre‐built policies to monitor for PCI, HIPAA, GLBA compliance data 

 Comprehensive reporting on a scheduled basis 

 Incident threshold responses  

Managed Service 

This service is for organizations who wish to remediate proprietary data before leaving their net‐
work.  

 Custom policy set‐up and management 

 Secure Remote Access into comprehensive reporting 

 Incident threshold responses 

 Remediation on SMTP, HTTP, HTTPS, and IM traffic 

 Integration with gateway encryption solutions. 

PacketSure Managed Data Loss PreventionTM 
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Ease of Installation 

Deployment in a multi-
tenant environment, 
leveraging industry-
standard platforms and 
tools.  Flexible wizards 
to configure policies 
quickly and easily. 

Ease of Management 

Easy-to-use interface 
reduces the complexity 
for security administra-
tors, which saves time 
and maximizes profits. 

Add-on Functionality 

Eliminate applications 
and protocols with pat-
ented technology.  
Manage and report on 
web usage with URL 
filtering technology and 
database. 

Palisade®  
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Feature  Benefit 

Rapid Deployment  PacketSure Managed DLPTM is quickly installed on industry-standard VMWare Virtual Machines. 

Ease of Configuration  Each customer’s environment can be configured in less than 45 minutes, allowing busy network admini-
stration staff to move on to their next project. 

Granular Administration and Security  Each Virtual Machine maintains it’s own administrator privileges, as well as it’s own database of cus-
tomer data.  Customers receive complete compartmentalization of their configuration, reports, and data 
while Managed Service Providers receive the cost benefit of multi-tenant software and hardware. 

Custom DLP Policies  Custom tools in the form of pattern matching, data base content matching, file fingerprinting, and compli-
ance templates are utilized to create policies specific to an organization’s confidential data. 

Real Time Alerts  This configurable option can be used to notify the appropriate security administrator when a policy has 
been violated, customizable on a customer by customer basis 

Policy Notifications  Notifications can be sent to end users who violate policies over corporate email (SMTP).  The content 
includes the remediation that was taken and what specific policy it applies to. 

Integration with Encryption Solutions  PacketSure Managed DLPTM can be configured to integrate with an existing or third-party gateway en-
cryption engine.  Messages can be re-routed to a specific IP address or port number, as well as adding 
or modifying headers of the email. 

Access restrictions  The integration with Active Directory allows for department-specific DLP policies and granular access 
restrictions to specific applications/protocols and websites. 

Flexible reports  PacketSure  Managed DLPTM provides real-time reporting, dashboards, canned and custom reports.  All 
reports can be saved, scheduled, emailed or downloaded. 


